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Welcome to our first safeguarding newsletter. We hope that the
termly newsletter will give our students and their families useful
information which will help in keeping them safe in and outside
of school.

Our school website has a dedicated safeguarding page which
has many links and information for parents and students. The
page can be accessed by clicking on the link

bishopullathorne.co.uk/safeqguarding

Please feel free to contact the Safeguarding team, if you have
any concerns or wish to discuss any safeguarding matters in
more detail.
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Prayer

Lord Jesus, May we welcome
the kingdom of God anew
into our hearts and lives,
embracing discipleship and
openness to others.

You call us to walk with
integrity in the service of
others. May our service be
filed with kindness, and
respect for all God's people,
giving special protection to
children and the vulnerable.
May we seek the truth, Listen
to those wounded by abuse,
and choose to act with
compassion and justice.

Give us the strength, to serve

humbly and faithfully, and to

love one another as we are
so loved by You.

Amen.




Parental support

Social media checklists

Does your child use any of the social media platforms below? Do they have the correct settings
on each of them. Are you able to support them with this?
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Faceboak Checklist Twitter Chacklist Instagram Checldist Snapchat Chacklist

RABLAX d

Frivacy and Sty Cuetinl leT°k

Roblox Checkist TikTok Checklist Netfiix Checkist

In order to support your child while they are using social media, please click on the link https://
swafl.org.uk/resources/checklists/ to access the checklists, which will ensure you have done
everything you can to support your child.

Please take time to talk to your child about why safety settings are needed and why they should
not remove them.

Compared to 2018, adult internet
users are less likely to check the
source of information.”

Only 13% of European users were
able to tell the difference between
Bteral and satire content. ™

Adult users are overconfident

in their abilitles to identify
advertisements and

sponsored content.'

27% of care experionced young
people say | cannot manage my
fife anline'. ™

Fake news and disinformation

Fake news is false or misleading information presented as genuine news.
Fake news and disinformation have been linked to radicalisation by
extremists and attempts to skew people’s world views. Reading fake
news information can upset or worry your child unnecessarily. Fake news
also helps create a culture of fear and uncertainty, with children trusting
reputable news outlets less as a result of fake news.
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How can | help my child spot fake news online?

What's the source? Is it a reputable news source, and are mainstream news outlets reporting it
too?

When was it published? Check the date an article was published, as sometimes old stories are
shared on social media. This could be an accident, or it might be to make it look like something
happened recently

Have you seen anything similar elsewhere? What happens if you search for it on Google or
check it using a fact-checking website like Full Fact?

Do the pictures look real? Images might have been edited. They might also be unrelated images
that have been used with the story

Why might this have been created? Could someone be trying to provoke a specific reaction,
change your beliefs, or get you to click a link?



https://swgfl.org.uk/resources/checklists/
https://swgfl.org.uk/resources/checklists/

INTERNET SAFETY
TIPS FOR PARENTS

l Don't block all access to 2 Take an interest in your
technology. Help your

child's favourite apps or
child learn to use tech sites. Co-view or co-
safely and positively. create at times.

3 Be the parent. You're in Create a family media
charge. Set boundaries 4 agreement with tech

and consider using free zones such as cars,

filtering software. bedrooms, and meals.

5 Teach your child what 6 Help your child learn

personal information to filter information

they should not reveal online and navigate
online (YAPPY acronym). fact from fiction.

Navigate digital 8 Balance green time and
dilemmas with your child. screen time at home.
Avoid using devices as Focus on basic

rewards or punishments. developmental needs.

reliable resources for

9 Don't support your child l Learn more: Explore
to sign up for sites with
age restrictions (e.g. parents so you can

13+) if they're underage. educate yourself.
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Omegle i3 a website that pairs random strangers for leve tuxt or video chatx. it first launched in 2009

and its slogan is “Talk to strangers’™ There is an option for adult {18+) contant and » section for
poople aged 13+ with parental parmission. Anyone can use the site. Users simply go to Omegle.com
and then choose Text’ or Video' dhat and the pege states how many users are aarently ondine.
Depending on the time of day this can be hundreds of thousands. Omegle markets itsalf as a greaet
way to moot now friends howwwor has bean known to festure pornograplhy and inappropriate
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Student support

How to keep yourself safe online!

The internet is an amazing place to be
creative, research, catch up with friends. It is
important that when we are using the internet
that we keep ourselves safe and happy. Here
are some top tips from Childline that should
help:

Think before you post. Don’t upload or share
anything you wouldn’t want your parents,
carers, teachers or future employers seeing.
Once you post something, you lose control of
it, especially if someone else screenshots or
shares it.

Don’t share personal details. Keep things like
your address, telephone number, full name,
school and date of birth private, and check
what people can see in your privacy settings.
Remember that people can use small clues like
a school logo in a photo to find out a lot about
you.

Watch out for phishing and scams. Phishing is
when someone tries to trick you into giving
them information, like your password. Someone
might also try to trick you by saying they can
make you famous or that they're from a talent
agency. Never click links from emails or
messages that ask you to log in or share your
details, even if you think they might be
genuine. If you're asked to log into a website,
go to the app or website directly instead.

Think about who you're talking to. There are
lots of ways that people try to trick you into
trusting them online. Even if you like and trust
someone you've met online, never share
personal information with them like your
address, full name, or where you go to
school. Find out more about grooming.

Keep your device secure. Make sure that
you're keeping your information and device
secure.

Never give out your password. You should
never give out your password or log-in
information. Make sure you pick strong, easy to
remember passwords.

Cover your webcam. Some viruses will let
someone access your webcam without you
knowing, so make sure you cover your
webcam whenever you're not using it.

It may be that you come across something
upsetting or concerning online. It is important
that you feel confident about what to do if you
do see something inappropriate online.

If you're worried about something you can talk
to a member of the safeguarding team, your
parents or you can contact the NSPCC
helpline for free support and advice. Call them
on 0808 800 5000 or contact them online.

On the school website there are links to lots of
agencies that can support you.

Age Restrictions
for Social Media
Platforms

Please make sure that you have your
privacy settings set to the highest level
when you are using social media
platforms.

Age restrictions are there to protect you
from harm.




Fake news and disinformation

Top tips for students
Read beyond the headline. When scrolling or RObOf becomes heodfeOCher

searching online, remember that you won't always Of a SChOOl in Wales
get the full story from a headline, title or photo.

Look for the original source. Whatever content you
are looking at, try to work out who created it or
where it came from originally.

Question the things you see. Think about its
purpose, whether it matches what you already .
know or if there are any clues it might be o~

— Students at a primary in Cardiff have welcomed ‘Robohead’
suspiclous. as leader of their school.

Do further research. It is always best to check
multiple sources, like several websites, different videos or even offline in a book.

Take action against fake news. Use the report tool or speak up about fake or misleading content
and never share it on, without checking it’s true.

Speak to an adult you know and trust for further help and support. This could be a parent, carer
or whoever looks after you at home, a teacher or staff member at school, or somebody else.

What forms does fake news take? Can | report fake news?

Often fake news is shared as a social Many social media services are how taking more
media post (like a tweet, post or comment) | | responsibility for fake news that is shared by their
or in the style of a traditional news article. users and are working hard to remove it where
However, it can take many forms, including | | they can. If you see fake or inaccurate

images and videos. Fake news is mostly information being shared on social mediaq, it's
understood to consist of hoaxes or worth reporting as it may be taken down.

deliberately false information. However it
may also be used to describe satirical (a
type of joke) content, clickbait, rumours,
false content shared by accident or even
adverts.

Some fake news is easy to spot — it might
include spelling mistakes, be hosted on a
suspicious site or have been shared by only
a few people with no supporting evidence.
Sometimes fake news can look very
realistic and may have been spread widely
or picked up by lots of different sites. If this is
the case, the best way to spot it is look for
the original source of the news, check for
the story on reliable news services or use a
fact checker.
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What's on
Kooth in

January 5 January 7 January 10 January 14

Janual y Live Forum: Live Forum: scussion Board:
Discussion Board: Coal Setting - How to Houseplant Week vl\,/:vld Retiglon Day-
Back to the Swing go about it? Crowth through Friends from Differant
of Things Grawing Faiths

January 14 January 19 January 20 January 24

Kooth Podcast:

Uve Forum: Live Forum:
What 1o do when : Discussion Board:
things feel a little Cehbvag:;gh? Al Have a Hug on Us! Bfev:xzf\day- TI:r. for
unsafe ng Dow
o 7:30 to 9pm

Find all of this & much more on Kooth.com
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up to Kooth.
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